Building trust with your third
parties in a technology-
driven and disruptive world

EY Global Third-Party Risk Management
Survey 2019-20

Financial services sector survey results

Building a better

kin“l.d




D i SC I a i m e r Previous <} Home »  Next

EY refers to the global organization, and may refer to one or more, of the member firms of Ernst &
Young Global Limited, each of which is a separate legal entity.

This presentation is © 2020 EYGM Limited. All Rights Reserved. No part of this document may

be reproduced, transmitted or otherwise distributed in any form or by any means, electronic or
mechanical, including by photocopying, facsimile transmission, recording, rekeying, or using any
information storage and retrieval system, without written permission. Any reproduction,
transmission or distribution of this form or any of the material herein is prohibited and is in violation
of US and international law.

These slides are for educational purposes only and are not intended, and should not be relied upon,
as accounting advice.

Percentages are shown as whole numbers. As a result, some percentages may not sum to 100%.
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From July to September of 2019, EY professionals conducted a survey of 246 organizations (including 123 financial services organizations) of
various sizes and maturity levels from around the globe and across a variety of industries. Although the executives who completed the survey
were from various functions within each organization, all functions had a role in third-party risk. These functions included, but were not limited
to, enterprise risk management, procurement, cybersecurity, internal audit and finance. The purpose of the survey was to address the
distinctive nature of third-party risk across industries.

Industries in the overall survey included, but were not limited to, financial services, consumer products and retail, health care, life sciences,
media and entertainment, technology, power and utilities, diversified industrial products, and the government and public sector. The results in
this document only include responses from financial services organizations encompassing firms in banking and capital markets, insurance, and
wealth and asset management.

In this survey, we asked participants to respond to questions within several key areas of their respective third-party risk management (TPRM)
programs. Topics included:

TPRM/function organization, governance and oversight Cybersecurity and threat intelligence

Third-party population breakdown/risk tiering Inbound requests

Assessments Privacy regulations

Issue management/risk treatment Regulatory and internal audit exams

Fourth-party management Non-traditional third parties

Reporting Concentration risks (financial services only)

Technology Affiliate management (financial services only)
Innovation

This document includes the results aggregated for each question across respondents from
the financial services industry.
For any gquestions, support for data interpretation or specific data requests, please reach out to tprm@-ey.com.
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¥ Of the 246 survey participants, the largest number of respondents came from the banking and capital
i markets sector, a result of the tenure of programs and requlatory pressures. Fifty percent, or 123
respondents, came from the financial services sector including banking and capital markets,
insurance, and wealth and asset management.

Survey respondent demog .hics

Respondent profile (Q1) number of respondents

Insurance

Wealth & Asset Management

m Number of respondents
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Survey respondent demog 'hics

Respondent profile (Q2, Q3, Q4)

Participants

By region # %
Americas 68 55%
Europe 46 37%
Asia-Pacific 9 %
By company size (headcount)

Fewer than 5,000 52 42%
5,001 to 15,000 30 24%
15,001 to 25,000 10 8%
25,001 to 50,000 13 11%
50,001 to 100,000 12 10%
More than 100,000 6 5%

TPRM program operation lifetime

Page 7

mFewer than 3
years

3-5 years

More than 5
years
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@ Over half of the financial services companies surveyed were in the Americas, more than one-third in Europe
and the remainder in Asia-Pacific. The majority (73%) of organizations have had third-party risk
management programs in place for three to five years or more than five years.

TPRM program resources

Q8. How many resources support your third-party risk management
program/function in the following categories?

48%
5%
22%
19%
6%
13%3%
9% .
6% 6% %
I 3% 1%3% I
. |
0 1-5 6-10 11-15 16-20 21-25 26-50

m Dedicated TPRM Resources
Resources within the business to support the TPRM program/function

EY Global TPRM Survey 2019-20 EY
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Third-party risk management program/function
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Third-party risk- managem t,

program/function organiza®pn,
governance and oversight
more common.

TPRM program structure

Q5. How is your third-party risk management program/function
structured?

40%

B Centralized - enterprise-wide TPRM office responsible for setting organization-wide standards
Decentralized - TPRM offices embedded within each business area
Hybrid - TPRM offices located both within the business areas and centrally at the enterprise

level
®m Unknown/uncertain

Previous

TPRM committee oversight
Q6. Which of the following committees oversees your third-

party risk management program/function activities?

Risk committee

Third-party risk management
steering committee

Other oversight committee

Unknown/uncertain

Page 9 EY Global TPRM Survey 2019-20
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\: Centralized and hybrid models continue to be the most common structure for TPRM programs in the

2 financial services industry, signifying the importance of a consistent, yet flexible, TPRM function at
organizations with more stringent regulations. This figure is unchanged from last year; however, the 3%
decentralized structure is down from 7% the previous year, suggesting that a hybrid model is becoming

EY

1%
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Looking out over the next two to three years, there is a desire among the organizations surveyed to

Third-party risk- managemgit. - 2 |everage external solutions more actively. More than 40% of the financial services organizations surveyed
program/function organiz n, expect to more frequently use managed service providers to execute their third-party risk management
governance and oversight function; that figure jumps to more than 50% for sector-based consortiums and to more than 60% for

market utilities.

TPRM execution

Q7A. Does your organization currently use any of the following for
the execution of your third-party risk management
program/function?

Internal resources 97%

Managed services 32%

Q7B. How do you expect that to change in the next two to three years?

Internal resources

Co-sourced arrangements

Managed services

34%  15%
66% 0%
59% 0%

Use more Use less mUnchanged

Co-sourced arrangements - 20%
Market utilities/exchanges
Market utilities/exchanges [N 18%
Sector-based consortiums
Sector-based consortiums - 17%
Page 10 EY Global TPRM Survey 2019-20
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‘ \: There is still no consensus across the financial services organizations surveyed as to who owns the TPRM
Third-party risk managemgat. @ function. Thirty-three present of respondents indicated that procurement has primary ownership, slightly
program/function organiz down from the 37% from last year’s survey. One in four survey respondents indicated that

governance and oversight operational/enterprise risk owns it, and an additional 20% indicated they have a dedicated TPRM group that
owns it.

Integrated with TPRM program
Q9. What area has primary ownership of the third-party risk management program/function?

Procurement 33%
Operational/enterprise risk
Dedicated TPRM
Information security

Other
Technology/operations
Unknown/uncertain

Line of business
Compliance

Internal audit

Legal/general counsel

Page 11 EY Global TPRM Survey 2019-20 EY
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b Across the financial services organizations surveyed, there is some consensus on procurement’s ownership
program/_function organiza of third-party inventory management and contract expiration and termination. There is little consensus on
| governance and oversight ownership of risk-related activities.

>

TPRM functional area responsibility

Q10. Which functional area has primary responsibility for the execution of the following components of your organization’s third-party risk
management program/function?

Operational/
enterprise | Compliance
risk

UFCHEE Legal/ Line of [ Technology/ Internal Not
) . - Other
business| operations audit conducted

Information
security

Component Procurement risk general
management counsel

Third-party inventory

42% 31% 1% 3% 10% 1% 7% 1% 1% 0% 1%
management

Design and

facilitation of the

inherent risk 13% 30% 3% 15% 23% 7% 3% 3% 1% 2% 1%
assessment

process/framework

Review and updating
of contract terms as
part of ongoing
monitoring

30% 6% 30% 6% 2% 4% 16% 2% 1% 1% 3%

Identification of

. 55% 5% 10% 0% 2% 1% 23% 1% 0% 1% 3%
expired contracts

Termination of

41% 6% 19% 1% 1% 1% 27% 1% 0% 1% 1%
contracts

Issue

management/risk 4% 19% 3% 9% 21% 6% 30% 3% 2% 2% 3%
treatment

Note: Outlined percentages represent responses greater than 30%.

Page 12 EY Global TPRM Survey 2019-20 EY
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Third-party risk- managem t, @ Over two-thirds of financial services organizations surveyed indicated they have comprehensive policies
program/function organiz n, that are enforced and integrated; 27% indicated that policies are either documented but not enforced or
governance and oversight exist but are not fully documented.

TPRM policy types

Q11. Which of the following best describes the policies your organization has in place to support your third-party risk management
program/function?

90 r 83

70
60 |
50 |
40 t

20 r 15

10 t 5 5
[ ]
O L L L

Comprehensive policies that are Policies are documented but not Policies exist but are ambiguous and No policies exist
enforced and integrated with other enforced not fully documented
business units and functions

Unknown/uncertain

Page 13 EY Global TPRM Survey 2019-20 EY



e
SR

vy °
EY Global TPRM ‘Survey 2019-20
: L g




Previous = GHome »  Next

¥ Thereis little consensus on the percentage of third parties subject to the TPRM program or a risk

§ assessment, with the most common ranges being 101-500 and 1,001-5,000 third parties. Thirty-eight

LR E T AR U Gl Wold-  CATOVAL @M percent of organizations indicated that they work with 1,001-5,000 third parties on an annual basis.

tiering \ Interestingly, the third-party volume is related to the on-site vs. remote assessment percentages (Q39), as
z 15 the more third parties an organization assesses, the fewer on-site assessments are executed as a

percentage of total assessments.

Third-party volume
Q12. Approximately how many third parties does your organization work with on an annual basis?

Of the total number of third parties, approximately how many third parties are in scope for your third-party risk management
program/function?

Of the total number of third parties in your program/function, how many have been risk-assessed?

# of third parties risk assessed 10% - 21% 3%
Third parties in scope for TPRM program . 10% 29% 3%
Total third parties worked with on an annual basis 6% - 38% 16%

=0-10 11-50 m=51-100 ®=101-500 ®=501-1,000 1,001-5,000 5,000+

Page 15 EY Global TPRM Survey 2019-20 EY
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Across financial services organizations surveyed, over one-quarter of third parties fall into the highest-risk
tier and critical categories. The remaining third parties are spread across second-highest risk, third-highest
risk and remaining risk categories.

Third-party population bre , down/risk A

tiering

Third-party risk scale

Q13. What percentage of third parties is in scope for your third-party risk management program/function in each of your organization's risk
tiers/ranks? Total must equal 100%.

Critical third parties

m Highest-risk tier (not including critical third parties)

0O Second-highest risk

259 Third-highest risk

B Remaining risk

Page 16 EY Global TPRM Survey 2019-20 EY
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Over half of the financial services organizations surveyed indicated that both sensitivity of data and
business continuity and resiliency are among the top three most important criteria used to define a critical
third party. Strategic importance, type of data and systems accessed, and financial impact were among the

next most important criteria, each chosen by about one-third of respondents.

Q14. What types of information do you maintain with respect to

your third parties?

Third-party master

Third-party point of contact and/or relationship
manager

Service details

Contract information

Assessment details

Risk rating

Types of data/systems accessed

Methods by which data/systems are accessed

Fourth parties supporting critical third-party services
Applicability of relevant regulations

Fourth parties supporting any third-party services
Other

Unknown/uncertain

Page 17

92%

89%

87%

84%

Critical third-party criteria

Q15. What are the three most important criteria your organization

uses to define a critical third party?

Sensitivity of data involved in providing the service
Business continuity and resiliency

Strategic importance

Type of data and systems accessed

Financial impact

Organizational footprint (delivery of services across
the organization)

Reputational impact

Amount of spend

Other

Physical access

We do not maintain a list of critical third parties

Unknown/uncertain

EY Global TPRM Survey 2019-20
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2 43% of financial services organizations surveyed reassess the inherent risk profile based on the inherent
Assessments . risk rating while 21% reassess annually. Reassessment based on a contract event or residual risk rating are
- : less common approaches.

Assessing inherent risk of third party
Q16. What is your organization's approach to refreshing/reassessing the inherent risk profile of your third parties?

Risk profiles are refreshed
based on the residual risk
rating (when available)
9%

All are refreshed/reassessed
annually
/ 21%

Unknown/uncertain
5%

Reassessed upon contract
renewal
12%

Other
10%

Reassessed based on the
inherent risk rating (e.g., high-
risk-rated third parties/services

are refreshed/reassessed

more
43%

Page 19 EY Global TPRM Survey 2019-20 EY



Assessments

Pre-contract risk assessments
Q17. Does your organization currently conduct
pre-contract due diligence risk assessments?

Unknow/uncertain
6%
No
6%
/_

Yes_l

89%

Page 20
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A majority of the financial services organizations surveyed (89%) conduct some form of pre-contract due
g diligence risk assessment. For two-thirds of the organizations, the assessments are done at the same level
of depth as post-contract monitoring assessments, raising the question of whether too much is being done
before a contract is signed across financial services organizations.

Q18. [If Yes to Q17] What level of depth is your organization’s pre-
contract due diligence risk/control assessment?

Same level of depth as post-contract
monitoring risk assessments

Due diligence risk/control ,
assessments are only conducted pre-... - 17%

Lighter touch than post-contract
risk/control assessments [ BEC

Uknown/uncertain | 2%

Q19. [If Yes to Q17] Does your organization have an expedited process for pre-
contract risk assessments for urgent requests?

52%
40%
7%
Yes No Unknown/uncertain

EY Global TPRM Survey 2019-20 EY
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‘\ | Based on financial services organizations' survey responses, the typical pre- and post-contract risk
assessment questionnaires typically have between 145 and 155 questions. Cybersecurity and privacy risk
account for almost half of all questions asked, aligning with respondent answers to the prior question on the
most important criteria of data sensitivity (Q15).

|Assessments

Risk assessment questionnaire

Q20. How many guestions within your organization's risk/control assessment questionnaires are used to assess third parties in each of the
following risk areas?

Average number of questions

Inherent risk assessment Pre-contract risk assessment  Post-contract risk assessment

guestionnaire guestionnaire guestionnaire
Reqgulatory and compliance 6.98 24.18 27.49
Strategqic risk 1.98 1.95 2.43
Cybersecurity and privacy risk 30.65 72.96 74.27
Financial risk 3.09 5.35 5.90
Business continuity and resiliency 7.97 20.16 1955
Geopolitical risk 1.18 1.75 2.08
Digital risk 2.08 6.07 7.04
Operational risk 3.68 8.93 11.61
Brand and reputational risk 2.11 2.47 2.51
Sustainability risk 0.62 1.67 1.53
Total 60.35 145.49 154.41

Note: Average number of questions outlined are greater than 25.

Page 21 EY Global TPRM Survey 2019-20 EY
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< One in five financial services organizations surveyed use a proprietary/institutional framework, a decrease
- b from last year; however, there has been a significant uptick in the proportion of firms using NIST (17% of
Assessments . respondents). ISO (15%) and COBIT (14%) have also seen increased usage by organizations. By using

- industry-proven and trusted frameworks such as NIST, organizations feel comfortable with using such
frameworks as a baseline.

Risk assessment questionnaire framework
Q21. Which framework is used as a baseline for your risk assessment questionnaire?

Proprietary/institutional 20%
National Institute of Standards and Technology (NIST)

International Organization for Standardization (ISO)

Control Objectives for Information and Related Technologies (COBIT)

Shared Assessments Program (Standard Information Gathering Questionnaire (SIG/SIG Lite)
Other

Unknown/uncertain

Committee of Sponsoring Organizations of the Treadway Commission (COSO)

Health Information Trust Alliance (HITRUST)

Page 22 EY Global TPRM Survey 2019-20 EY
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Half of the financial services organizations surveyed found System and Organization Controls (SOC) 2 or
SOC 2+ as an additional framework to be very useful or extremely useful. Other frameworks (ISO, PCI, etc.)
are seen to be moderately less useful; however, organizations still have not found any frameworks that
have been entirely successful in reducing or eliminating the need to perform a risk/control assessment.

Assessments

Usefulness of tools/documentation in reducing/removing risk

Q22. On a 5-point scale, with 1 being not at all useful and 5 being extremely useful, how useful is each of the following in reducing or
removing the need to perform a risk/control assessment on a third party?

Third-party data providers (e.g., SecurityScorecard, RapidRatings, BitSight) — 18% 20%

PCI certification 18% 20%

ISO certification

24% 28%

SOC 2 + (i.e., additional framework - NIST cyber framework, HITRUST) 11% 25% o w

SOC 2 (security, availability, confidentiality, processing, integrity, privacy)

w
N
ES

11%

SOC 1 or International Standard for Assurance Engagements 3402 20%

Third-party pre-completed SIG 17%

n
(=]
=

@ Notused m®1-Notatalluseful m2-Somewhat useful m3-Moderately useful 4 -Very useful  m5-Extremely useful

Page 23 EY Global TPRM Survey 2019-20 EY
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b Financial services organization survey respondents indicated that reassessment is typically done every year
Assessments - : for third parties in the highest-risk tiers while, for lower-risk third parties, reassessment is done less
e frequently.

>

Frequency of performing third-party risk assessments
Q23. How often does your organization reassess (risk/control assessment) your third parties based on risk posed to the organization?

Every six

Three years or Not assessed Unknown/
months

One year Two years .
more uncertain

Risk type

Critical risk 10% 82% 4% 1% 3% 0%
Highest risk 2% 62% 24% 3% 2% 6%
Second-highest risk 1% 24% 39% 18% % 11%
Third-highest risk 1% 16% 16% 37% 16% 13%
Remaining risk 1% 11% % 30% 35% 16%

Note: Outlined percentages are responses greater than 30%.

Page 24 EY Global TPRM Survey 2019-20 EY
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— # Across the financial services organizations surveyed, remediation is the most common action for identified
Issuesmanagement/risk tré®tment issues, with contractual changes following. Termination is more common in the critical-risk and highest-risk
- : tiers, but still applied to third parties in the second-highest and third-highest risk tiers.

Issue tracking Actions for issues

Q24. How are issues and exceptions stored and tracked? Q25. For third-party issues that you identify in each of the following
risk tiers, what actions do you take?

20%

5% . 28% Terminate the third-party
critical R —
11% Make contractual changes
32% 41% 18% m Require the third-party to
Highest risk 29% remediate the issue

41%
12% m Do nothing/accept risk

'I

17%

Second-highest risk 26%

23% 43%
14%

1

B Enterprise-level GRC tool
15%
TPRM-specific tool 20%

Third-highest risk 36%

® Manual (spreadsheets, within the assessment reports) 29%

Unknown/uncertain

12%
18%

Remaining risk 28%

42%

!

Page 26 EY Global TPRM Survey 2019-20 EY
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Issue'management/risk tr&ment

Termination of third parties due to issues
Q26. Over the past 12 months, how many third parties have been terminated because of issues identified?

2% 2%

16%

"0 m1-2 m3-5 m6-10 m11-50
Number of third parties

Page 27 EY Global TPRM Survey 2019-20 EY
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Fourth=party management

Fourth-party data collection

Q27. Which fourth parties/subcontractors does your organization

collect information on?

Fourth parties supporting critical third-party services

Fourth parties supporting any third-party services

Other

Unknown/uncertain

Page 29
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Less than half of the financial services organizations surveyed (45%) collect information on fourth parties
2 that support critical third-party services. Only one in three of the organizations collect information on all

fourth parties. Typically, fourth-party information is gathered during the risk/control assessment process. It
is likely that privacy and global inventory expectations across the financial services industry will increase
the collection of fourth-party data in years to come.

12%

9%

35%

45%

Fourth-party data collection methods

Q28. How is fourth-party information identified and collected
(e.g., name, location, services provided)?

Gathered during the risk/control assessment

Documented during the contracting phase

Captured within the inherent risk assessment

Other

Unknown/uncertain

EY Global TPRM Survey 2019-20
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L One-third of financial services organizations surveyed rely on contractual terms with their third parties for
— ¥ the purposes of overseeing/monitoring fourth parties. Increasingly, firms are also relying on contractual
Fourth=party management terms between the third and fourth party (25%). A minority of the surveyed organizations (9%) perform

- : their own independent reviews of fourth parties, a figure that increased from last year but still has
opportunity for improvement.

Fourth-party monitoring
Q29. How does your organization assess/monitor fourth parties?

Rely on contractual terms established with the third party — 32%

Rely on the third party's risk/control assessment of the fourth party | NNl 5%
Rely on contractual terms between the third party and the fourth-party organization | I N 17

Perform independent review of the fourth party [N G o%

Rely on the risk-monitoring activities performed by the relationship manager || NG 7%
Fourth parties are identified but are not currently assessed or monitored ([N 6%

Unknown/uncertain [l 2%

Other F 1%

Page 30 EY Global TPRM Survey 2019-20 EY
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The financial services organizations surveyed indicated that no tool or manual effort is used for

\ approximately 20%-35% of all functions to manage risk. However, manual execution of issue management
has significantly decreased, from nearly 40% last year to 21% this year, revealing that more firms are
adopting technology solutions. Archer is the most common tool used, followed by SAP Ariba. Notably,
respondents indicated that other tools are often used, revealing that organizations are possibly using tools
from smaller or bespoke providers.

Technology

Technology tools to manage risk
Q30. What technology/tools does your organization use for each of the following functions to manage risk?

No tool . .
Function used Archer® B Hiperos® Pro;eif Prevalent® Aravo S OneTrust | Lockpath | Proprietary | Other
(el Stream Unity® Now

Sourcing 35% 6% 0% 29% 3% 1% 0% 0% 3% 0% 0% 6% 18%
RS 23y 26% 0% 1% 3% 9% 3% 0% 3% 3% 1% 0% 18%  12%
contract 27Y% 7% 0% 0% 26% 4% 2% 0% 0% 1% 0% 0% 12% 22Y%
management 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Primary third-

party 22% 20% 0% 1% 13% 6% 2% 0% 2% 2% 1% 0% 16% 15%
inventory

Risk/control

assessment 20% 24% 2% 2% 4% 8% 4% 0% 3% 3% 2% 0% 13% 15%
facilitation

ISSue 21% 29% 3% 1% 4% 4% 3% 0% 3% 6% 1% 0% 11% 17%

management

Note: Outlined percentages represent the top three technology/tools to manage risk per function.

Page 32 EY Global TPRM Survey 2019-20 EY
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Al Among the financial services organizations surveyed that use tools/technology as part of their TPRM
: programs, only 7% indicate that a technology platform is fully integrated within the organization, a slight
improvement from 4% last year, but there is still vast opportunity for improvement in this area. Of the

Technology “ organizations that do have a technology platform, they are actively incorporating external data into their

previous question (Q30).

Technology integration

Q31. How well integrated are the various tools your organization uses
as part of your third-party risk management program/function?

m 1 - Not at all integrated; primarily
manual reconciliations to enable the
ability to report out of multiple
systems

2 - Partially integrated; a mix of
manual reconciliations and
automated reporting

| 3 - Fully integrated; primarily
automated reporting capabilities

52%

Unknown/uncertain

systems via application program interfaces (APIs). There is an opportunity for technology integration and
platform adoption to enhance today's predominantly manual processes across TPRM, as seen in the

Technology integration

Q32. If you have a third-party risk management technology platform,
which active application program interfaces are configured to feed
your third-party risk management technology platform to support
ongoing monitoring activities?

I

Not applicable (we do not have a third-party risk

management technology platform) 4%

External supplier data (Dun & Bradstreet) - 17%
External threat intelligence (BitSight,
SecurityScorecard, etc.) - 17%
Office of Foreign Assets Control/sanctions/AML 12%

O

External negative news

External geopolitical data 5%

'
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The number of surveyed financial services organizations that report to the board about the TPRM program
is still low. Typically, senior management is the highest level within the organization that receives reqular
reporting on most aspects of the TPRM program. When it comes to critical third parties, two-thirds of the
organizations surveyed report on them to senior management, a 6% increase from last year.

Reporting

|

Reporting for TPRM
Q33. Which groups receive reporting for each of the following components of your third-party risk management program/function listed
below?

Board of Senior Business Third-party
TPRM component directors management management relationship manager No reporting

Operational metrics of the

program 31% 55% 53% 41% 13%
KPIs/KRIs 28% 58% 50% 36% 11%
Third-party landscape 30% 54Y% 40% 28% 11%
Critical third parties 41% 66% 54% 38% 7%

Third parties with breaches or
incidents 37% 69% 63% 49% 4%

Third parties with significant
issues 32% 65% 63% 49% 6%

Third parties terminated prior
to contract end date 9% 34% 44% 36% 18%

Note: Outlined percentages are greater than 60%.
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Cybersecurity and threat iMlligence

Data breaches caused by third parties Outages caused by third parties
Q34. Over the past two years, how many data breaches or losses have Q35. Over the past two years, how many outages have been caused
been caused by third parties? by third parties?

®0 ml-2 ®35 H6-10 mll+ =0 m1-2 m3-5 m6-10 m1l+
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‘ ‘ Despite the significant number of financial services organizations surveyed that have suffered a breach,

i nearly half of them do not utilize threat intelligence tools. This may be driven by the fact that only 41%
found threat intelligence tools to be extremely or very useful at driving risk-based ongoing oversight
activity.

Cybersecurity and threat i 'IIigence

Threat intelligence

Q36. Does your organization utilize threat intelligence products or Q37. [For those who answered Yes] On a scale of 1 to 5, with 1 being
services to continuously monitor the cybersecurity environment of not at all useful and 5 being extremely useful, how useful are threat
your third-party providers? intelligence tools at driving risk-based ongoing oversight activity?
5 - Extremely useful — 16%
22 4-very useful - [N 5%
3 - Moderately useful | 259
38%
2 - somewhat useful || I 13%
Yes, internally developed products or services 1-Not at all useful |l 3%

Yes, externally developed products or services

= No Unknown/uncertain — 18%
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Inbound requests

Inbound requests for TPRM

third parties.

Q38. Approximately how many inbound requests for completion of
third-party risk assessment questionnaires does your organization

receive annually?

Fewer than 50

51to 100

101 to 150

151 to 200

More than 251

Not applicable - we do not receive inbound request
for completion of third-party risk assessments

Unknown/uncertain/not tracked
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— 38%
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¥ Twenty-nine percent of the financial services organizations surveyed facilitate more than 50 inbound

¥ assessments per year, and an additional 21% of participants don't even know if they are being assessed, The
{ percentage of on-site vs. remote assessments varies significantly depending on third-party volume (Q12);

for organizations with more than 500 third parties assessed, the percentages shift to 8% remote and 92%

on-site. That figure changes to 3% remote and 97% on-site for organizations that assess more than 1,000

On-site vs. remote reviews

Q39. What percentage of inbound requests are on-site third-party
reviews vs. remote reviews? Please provide percentages for each;
total must equal 100%.

H Remote On-site

EY Global TPRM Survey 2019-20 EY
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- b When it comes to inbound requests, capacity of resources is the most difficult challenge, followed by
Inbound requests . responsibilities and the required knowledge and skills. This is in alignment with organizations indicating that
: they plan to use more internal resources for TPRM execution in the next two to three years (Q7).

Difficulty related to inbound TPRM

Q40. On a 5-point scale, with 1 representing no difficulty and 5 representing significant difficulty, what degree of difficulty does your
organization face in addressing each of the following related to inbound third-party risk management?

Average

Responsibilities and the required knowledge
and skills 2.83
Capacity of resources _— 3.31
Policies, procedures and guidelines 2.20
Understanding of services provided to
customers 2.41
Clarity of customer requests 2.61
Development of standard responses to customer 2.81
Tracking of customer requests and feedback

2.61

1 2 3 4 5
No difficulty Significant difficulty
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Privacy regulations

Privacy requlations in TPRM

Previous = GHome »  Next

% Financial services organizations are not yet fully prepared to address all aspects of recent privacy

regulations (CCPA, GDPR, etc.). In particular, the organizations surveyed feel it will prove challenging to
provide customers the right to opt out of the sale of their personal information and offer timely disclosures
regarding the information that they are collecting and how it will be used.

Q41.0n ascale of 1-5, how difficult will it be to address the expectations of the guidance specific to the privacy laws (e.g., GDPR, CCPA) as they relate to

your third-party population?

Provide timely disclosures to consumers
regarding personal information that is being
collected and the purposes for which that data
is being used

Provide consumers the right to opt out of the
sale of their personal information through easily
accessible and transparent means

Comply with consumer requests to delete
personal information about the consumer that
has been collected, inclusive of data shared with
third-party service providers

If requested, provide consumers with categories
of personal information collected, the sources
from which information was collected, the
purpose of collecting the information and third
parties with whom the information is shared

Page 43

Average
2.57
2.45
2.99
3.01
1 2 3 4 5
No difficulty Significant difficulty
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\ ‘\, Similar to last year, oversight and governance and cybersecurity were the dominant areas of focus among
Regulatory and internal a ®it exams the financial services organizations surveyed for regulatory body review and internal audit. In general, there
== — ‘ is a gap there was a gap in focus between the reviews executed by internal audit and regulatory review.

|

>

Areas of focus during regulatory body review and internal audit

Q42. During your organization’s most recent requlatory body review most recent internal audit of your third-party risk management
program/function, what were the two to three most important areas of focus? Please select no more than three.

Important areas of focus Regulatory body review Internal audit

Oversight and governance 52 59
Cybersecurity 28 21
Enterprise-critical third parties 23 16
Third-party assessments — information security and business continuity 19 18
Fourth-party oversight and governance 14 5
Inherent risk assessment 12 19
Operating models 11 14
Privacy/confidentiality 9 9
Third-party assessments — compliance 8 12
Issue management and/or risk acceptance 7 16
Maintenance of third-party inventory 6 16
Onboarding activities 5 22
Non-traditional third parties (i.e., brokers, agents, financial intermediaries) 5 2
Foreign-based third parties 3 3
Residual risk model 2 3
Consumer protection/compliance 2 2
Other 2 3
Third-party assessments — performance 1 6
Not applicable 20 17
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Non-traditional third parti

Non-traditional third parties

Previous

Q43. For each of the following types of non-traditional third parties, are the third parties covered by your
third-party risk management program/function?

Non-traditional third parties*

Strategic partnerships
34%
55%
11%
Correspondent banks (agent
banks)
34%

42%

24%

B covered by TPRM

Law firms providing outside legal
counsel (litigation)
27%

55%

18%

Financial market infrastructures

32%
48%

19%

Insurance carriers
28%

52%

20%

Joint ventures

0,
40% 449

16%

Covered by specialized program

* Results shown for the most common non-traditional third parties based on survey results.
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- ,' Of the financial services organizations surveyed, the most likely non-traditional third parties to be covered
by TPRM are strategic partnerships, law firms providing outside legal counsel and insurance carriers. The
most likely not to be covered by TPRM are charitable organizations and sponsorship partner.

Broker-dealers

34%
41%

24%

Landlord's premises

29%
49%

22%

EY
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2 2 About half of the financial services organizations surveyed find it relatively easy to report on concentration
Concentration risks of spend and third-party concentration, but far fewer find it easy to report on fourth-party or reverse
- : concentration.

Financial services concentration risk
Q45. On a scale of 1-5, what is your organization's ability to report on each type of concentration risk, with 1 being not at all and 5 being

extremely well?

Average
Third-party concentration (i.e., widespread 33
use of a third party across the enterprise) 37
3.49

Concentration of spend

Concentration of a specific service (i.e.,

organization is dependent on a third party for 3.26
a significant portion of an internal

process/function)

Geographic concentration 2.93

Fourth-party concentration (i.e., a significant

portion of the service is performed by a fourth 2.51
party)
Reverse concentration (i.e., an organization
comprises a significant amount of business to 2.20
the service provider) 1 > 3 4 5

Not at all Extremely well
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- 2 Twenty-eight percent of the financial services organizations surveyed have intercompany affiliates that are
Affiliate management - in-scope for their TPRM programs. Of those, 61% maintain those intercompany affiliates as part of their
: golden-source inventory.

Intercompany affiliates providing goods/services for TPRM

Q46. Are intercompany affiliates providing goods/services to your Q47. [If Yes] Are intercompany affiliates included in the golden-
organization’s US operating unit in scope for third-party risk source third-party inventory or maintained separately?
management?

Unknown/uncertain

/ 28%

Yes 26k%

61%

\ No Maintained in golden-source inventory

44%
Maintained separately/outside of golden-source inventory (e.qg., with legal,
separate groups)

®m Unknown/uncertain
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Affiliate management -

Intercompany affiliates assessment process
Q48. Is your process for assessing internal affiliates the same as your

third-party risk management process?

Don't
know/uncertain
6%

No

Yes — 39% No

55%

EY Global TPRM Survey 2019-20
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§ For those financial services organizations surveyed that have intercompany affiliates that are in-scope for
{ their TPRM programs, 55% say that the process is the same for assessing them. For those organizations

that have a different process, most are leveraging internal audit reviews or other control testing,

suggesting that there are ways to rightsize affiliate management without additional assessment efforts.

Q49. [If No] How is the process different for intercompany affiliates?

54%

25%

13%
8%

Leverage internal No assessment or No defined process Other

audit reviews or monitoring for assessing
other control activities affiliates

testing performed

EY
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N Affiliate monitoring requirements seem to vary greatly, without consensus on even the basic activities like
service-level monitoring for financial services organizations.

Affiliate management -

Intercompany monitoring requirements
Q50. Which of the following ongoing monitoring requirements apply to intercompany affiliates providing goods/services to your organization?

Service-level agreement monitoring 19%
Ongoing control assessments at scheduled intervals (e.g., annual, biannual)
Review of internal audit reports

Scorecards

Review of business operations reporting, including loss events

Review of regulatory reports

Review of business executive reporting

Quarterly business reviews

Unknown/uncertain

Other
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% Just one in five financial services organizations surveyed are using advanced analytics, and even fewer are

g using Al, robotics or blockchain. However, organizations recognize the benefits that such technology can
provide, as 38% of organizations plan to use advanced analytics and 32% plan to use artificial intelligence in
the next two to three years.

Innovation

Emerging technologies for TPRM

Q51. A. Does your organization currently use any of the following emerging technologies to support your third-party risk management
program/function?

B. If not, does your organization plan to begin using any of the following in the next two to three years?

B 3%

Blockchain 17%
80%

I, -2

Advanced analytics 38%
40%

R s

Artificial intelligence 32%
60%

I

Robotics 21%
67%

H Currently use Plan to use Not applicable
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Areasof investment

management processes.

Time investment in activities
Q52. Compared with the current year, does your organization plan to spend more, less or the same amount for the following activities?

Previous = GHome »  Next

\d In order to better leverage the technology they have and stay ahead of the curve when it comes to
% emerging technologies, over half of financial services organizations surveyed plan to increase their

g spending on technology supporting their TPRM programs and advanced analytics. Advanced analytics is the
most common emerging technology currently used (Q51), and 52% of organizations plan to spend more in
the future. Eighty-six percent of the organizations will maintain spend or increase spend for third-party risk

Advanced analytics and reporting 52% 30%
Third-party risk management program/function technology 13% 3% 54% 31%
Third-party risk management process 12% 2% 45% 41%
Policies and standards 11% 4% 22% 63%
Risk models 18% 3% 32% 48%
Third-party inventory 34% 52%
Governance and oversight 12% 2% 34% 52%
mDon't know/uncertain ~ mSpend less Spend more Spend will not change
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